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Abstract 



PROBLEM TO BE SOLVED: To embed a picture with a visual digital watermark which has a high security 
and is easily restored. 

SOLUTION: An original picture consisting of plural picture elements consisting of picture element positions 
and picture element values, watermark picture shape information consisting of the picture element position 
indicating the shape of a picture to be embedded with, and a prescribed serial bit sequence expressed with 
binary numbers as a sequence are set in a initial state processing 1 1. In processing 12, the picture element 
position of a picture element constituting the original picture and watermark picture shape information are 
compared with each other. If they coincide with each other, this picture element position information is sent 
to processing 13; and if they don't coincide, the processing of this picture element is terminated. In the 
processing 1 3, the operation processing using picture element values (the whole or a part) in designated 
picture element positions of the original picture and prescribed bit (or a bit string) as the padding sequence 
is performed to generate a picture padded with the visual digital watermark. 
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invm i ] jkbal a*» L««»«flHia^a«>a 

U JJE»frLB«»«fll»£J: 

EB*a»*Mt«am*fi5 - 1 1 j o , 
&**ifcB**ft**-s j 5 cu: t SB 

m&m^iz t ztmbtmm i imommm 
urn. 

§dMfr iwmttmmm#>&*mt:iiiJi-t& z t 
Sr#st ki-iwmm i E«<oB«*8iiari£. . 

JLffiS*»LBft»ttflH8fc:«fc 9*Sfi4i»ftrt(c^**i. 
Mm'tf a ; t CJ: 9*^*LaW!iiMi*fifcB«* 

«ra^ffl^4ct?:#®t-fsi§*«6fBaoB«saa 

§*EK. 

[»*JB8 ] itEWciMBf^^c J: 
^£B^*£fc£^fc^4II^6£BoB««« 

&&zixx^m&?b&zkimsLbt&wm69i 

m%j% i o ] iMim^mfr L#ffl*>&**ifcB«, 
jiiES*»LB^«it#S!/«^a^^?ij^ai*-r€»tB 

mm. 

[tt^Jil 1 3 t»'U s »iitM-I«, 

LB*««ffliiBfttfffl^*^£A*u jje»*»L 
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imxm 1 2 ] mmMtzmm&iy$£ x h 
immm^hztzmit^mimi hesobb 
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b. 
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[ lifil 1 9 ] BBB. &fr LBBBttflNL at^ffl 
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±MB%frim®mttm&iz£ *)^ztimmwz%tix 

b . ±X£jti)h*3fmb o Z b iz X *) ±E« 
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mt'tfo ZbizX VWfm*L#mMktttiMt 

mtmwb. 

b . JJBBJfc^BBfcOBBWSrfi^ -T fctcj: o . ± 
[0001] 

a. B««iSES(i»ji:*<ofcAt. wmzn : mfrLmcD 
muzK^mzMfr&tsKibnjfm. mm. m?i§ 

num. mm. v-rf&tsvxvmfrLtfwtt&z* 

JifcBBfcffeSLT. jl— ffclittU J--iffcj3V^T 
B^frLfcJffifS-TSBBKtftfSL s^r-tatf**. 

[0002] 

— ^^CJ: oTBKSr^Mbt2»i bmKffimzzi t-T 

s . bhhs** &"obw* i t & b w o im 

If hi. Zco£o%mWHz£*). r^ABBUScSfc: 
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mzM.imxm^tt^mmbm^. 
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[0004] ^raBlW« ; F38*»l,Oft*tt i Srt<Oi: L 
X. AflBBfc*fU«t7-yxS»L BftaiMvjE 
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- U x^JfctffiSS ft, 1 y a 7 ? (£ 1 1' V Ltif 
B#«tf>&*iiS . LttBa t «*>&*ftfc7'n -y ? 
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[0005] ±l3f»3^ y«l:i S^ffili. ya 
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[0027] m^mm.^m^im.^&mmm 
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wt^x-h *) . m& Lwmwmftmtov ^m<r> 

%&wmffl8m<v®&zmtt> z t tux-* * . 
[ o o 2 8 ] m 2 a. wmtm 2 <n%wmmz 1 & 
%^frLmmti : £**t7u-^~YX'hz>. 02 
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*>&*«r*B«i: , ffl^aOB^^ttSr^BSfia 
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[ 0 0 3 0 ] 9SM2 3 fte, BBftaffi£3fc&BStt 
fc'-yh (X(it'-yHiJ) fctJBv^jRJBiillfclfd. i 

mmn-xhi. mummmmmz**). vm^L 
tm^ttLx^i^it. mmmmmmmnt 

ZZbizX^X. KBtt<OBS*)B$B#a7c3*i* . 
©ffl2 4T'{i. «a2 3fcafefifeB3Rffl«OB«Bi: 

txmm^im^th. b, ±tBco#®a(±. #b* 

[0031] *»fiom«tctti(f . mnm&emm 
iz^x&&ztuz^wmm : mfrLMit>&fi.mxMm 
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[oo32]H3(i.mi vmkvMwsaamb i 
xm^mzm^w>£co*miv>%3<7mm<?>Bmiz 

[0033] ^mmmmn. wm3 3wut. m 1 <o 
mmcommcom 1 1 n t-c* s . «o t . »i 3 3 to 

H3 3I1 BB«tf>*B5&&*ufc. 
B»{4St»LTHf^ft^ffp„ fflfeii^^ 
9fl(ii«filX(iiit^»^4lS-f &t:it><?)ffllimb txm 

^IZbtfTZZ. V&m&bbXit. mtlfDES 
*BV\ #B*ffi^*8 b i t<y)tf-C*£ft&i§3\ 

$^B*(4a^8B*{4attt^fjL. -e<oB«ffl^ 

M^fe64 b i t«Hc±CDES(cJ:««9fl:«fT3. 
[ 0 0 3 4 ] iOfc § . m.tbjk*m\frt>ffi%.<7) 5 6b 

i timb ixm^h (§fet, 8b i tovwri i 

Wttti) . DES*>fec7)ai^«iA*i:|5lt64b i t 
TfcSOT. ^ai^^8b i tftt^SflL, #^A* 
t LTffl^7t8o^B^g«B«fflt LTSJ^-fi. 
[0035]^^. DESIr^h'J-ABf^t LTffl^ 

CBC*-FCJ->Tg«SJS£«£Stf8b i t*t 

^§^7tB*<aa^B*fflfc LTaj^-r^>ifc* j T'^ 

*utB«ffl[MK«»SrB*B^ft-Cft»). -e^t^rii 



'(6) 000-184173 (P2000-18U58 



t 

mrna. n^m^im^^mmiSii.izh*) , bb 

[0 0 3 6] 04 (i, ±ie^3^H^^ffilCctoT« 

tt&ivfcwmfrL&nmrrifcitoOs warn** 
*-hX'*>i. *%mmmt. vma 3wut. %3 

<?>mM<?)BB<?)®3tntT'$)Z>. $t->X. 9SM3 3lz 

mm&<r)m%.ztiKwm&.mztti,xmzfio . -r 

[0037] ^ISKOJBJBfc: iiitf. D E Sfrhn&j) 

*ia*>Laa«i»i$kiaitii*fiar?8b i tttt^HH 
££4 oa»a* itttrFBfrUtfMftfcffa z t #x- 
[0038] ^mm.<mmx'\t. wwa&tt ix d e 

SfcWfcBfffctf, ffi«Oftjlitiif#^. Mitf, FE 
AL, IDEA, RC2, RC4, RC5, MIST 
Y„ ^-if-SBf^-, t*y*;m#- ME 

[0039] H5 ii*wmm5cr>mmcoBmz*i-i> 
v vt t^m^st* 1 mfc&**BRtf b 2 emma 
mm*mii-z*-v w-nzxhrvtiimmtt 
m&»LS:ffitf>a^— nzm&i-&y--'<5 it.m 

-if 5 2C0mX'W®cr>im£ft?4 McftB 
[0040] t-/^5 1 14, Mffl<£, «iT§A>l«#>)i 

a < 5 3 1 , at i nmrnmrnnn^ 

[00 4 1] jl— f 5 214, JRt#L^m-7T®*>L«i6ji 
*«r*B«. iga>LBBJ£KffiB, AflBW&tWB 
jW.*lffifcLfcB«£«#-tSiEtt§SK5 5i:. B2<0 

[ o o 4 2 ] -F- a* 5 1 t* h BBBs&t f4 . faiths: 

5 3tKB*. »*>LBB»«tiHIL ai«i»Mi*Bw 

^S5 4(;a^i i-cmiw L«*>&*af*BB*B, 

Ktt8B5 3(c«#t&. »*»LB«»«tt. Witt* 



ft%&mvl(r)B$.ZLX^H><7)ktZ>. Z?>% 
ffi#>ji*«4, #*«0J—if (B«BA#) KIS 

/<, B«icJ:->-c«*$r«&#*;lfc*i.*. 
[0043] «^j8*» t<VPiQW**tt»f 

fr^timm<mm\km-h zttzx*) 
ntfm&ztibzk m &t>. wm* 

ftifcVizMfr-^mfc&Sii.-t&Zb. -oto. £X 

<oK*iB«* \z wva&%m t hzk %z t 

[0044] «rfiia> LS#>&*B*BBli, JL— y 5 

2frt>0mmz£->xmi^®5 8i l zzmifiZti. j. 

-if 5 2^12^85 5tfiW8*l4. JL-if 5 2(i. 

L^Bft&BOm^Sa 5 7 -CBS L . «fr«Wi 
If, tw\'5 1 t^S^/X<i^<7)^Ao^c7)^ 

[0045] ^mmjm. 1 tmms 
3izmLxhz>m*Lwmmffi&. wna&xmt: 

mm 5 8 £ 31 1 T i— f 5 2 Kffiffi-fS . 5 
2(±. -0IB^S5 5t«#t^m. B^at3&»L««) 
2ABABft t ftC«T)S^ L^l^g 5 6 {CA* LT 
BB«^a7CtS. 

[0046] ^mmcoBmx'ii. -fmzumk txm 
fr&mmmmizmm^mz ztf ? w&v&fi* m 
*»taw>a»ar*B««K*^. Wish \ vy\z& 

U&k IXH. VP? \-V-7tX"no t 

msb&frmm. mm&±.izmmzti&T-?te, -m. 
m&smtiftfcmt* r >m^^tixmm^itm 

i o o 4 7 j H6ii, *mv>m6<7)mfa(DBmz^i- 
i><?)x\ m3commcoBm^mpm^im^&^ifm 

BBEffivX-rASr^-rt^-CfcS. *yXfAtfc^ 

t(4, Tis9)mmimzti&iM^ mm. mm 
xim&mbtLx^zhob-rz. 

[ 0 0 4 8 ] @ 6 (C s -tlEB 5 (DmmnBBX'V 
-JWWhil&Jffl (ftiiB) *«*LTi>fc<0tB* 
0 » J.— if 6 3^m«a56 9T4^fc8HH*W£ 

2(^fBBiaKSB6 6tC. «^«{4JL-Hf6 3*%* 

-tumm.6 8iz&«mztiz. 
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[0049] -f-A6 1 (i. a.—? 6 3 t^mmzfei 
X. !2IE^6 2cO^Saieigga6 6J:0^-if6 3cO 

*f»*» LJito&^ga 6 5 katj l . w.?Mfr im#> 
&fi.%mmm , ernes 6 4 . £ 

[0050] 3--*f<n'j3m*m< ^x m'mfr l * s*> 

tex-zfr\ ttz. mmu h±izmmz 

x\ a buzzmtiEi-mBoimmizm 
TmfrioA-ox^mmtfmzt m^m^h 

[o 0 5 1 ] ttz. mitzim&-£mz'fto-frMz\k 
^x^imijwz-£mti:^mm<^:h, ttz. ± 

h*t. -m&^i®mt,z&mm^ii*t&mm§^ 

[ 0 0 5 2 ] H7<a. *%.tycDm7<DmmmB£*-t 
i>cox\ immzT^vi<m?T£frLzw.ib&fr. %b 

xffi&i itzmmz x <o , -tmnwmh* l zmh&ts x 

oiZltzZmik L«MyXfAj*t^n 

[0053] *yXfAll HiK£Cm7igtf>L£iSJ6 
&*a-Hf{c{tt&-*-|>-tf-;\'8 1 . B<££-f-Aj; 918 
X-fh -f 8 2 , JSBOL «m(>>Lffi^a^8^B 

< §m%&8 3 , ^n®«?a*»u*«ttatf^»rtB 
m> ugft&a&as 4 , hi ^Kat^jKB^^aw* 

§8 5£fi-r&. 

[0054] §4>fc, Kf#L fc«7i§0» IMfr&mfr 

zim itmm seessas 6 . n 3 cog**) 

m«^££ffl^TfMLfc«^S#»L«I^H8 7. 
Bfl&*SS8 8 , t-A'8 1 1 JL—f 8 2c7)raT'fffg 

[0055] ir-A8 1 -c**Bflao06«i, e*ga 

8 3WSBflt a*lJMWM*flBIL ^TMiSfrLt LT 

tsmntmix^i. mmtT^nm-ittxm 



«*>&*»r*B«iafc 1 CliJSB«fc£< PI tT'ft 

[0056] *"nw*La^*»*B«ii. ewe 
m8 3izmix^im*immimmm. 

msi^r«^LJiJ6a^gfAB«* { aj^§ti., ems 

KAtmtwmt muxhhnx-wnz'-gmh . 
[0057] i-^M-csraatt>L^jRoi*^BBtt 

BB«fc^3tBCttB-*WC. KBBfcl^PfcSMrc 
1= I. . H/c S ft S *q^«Bj83&» LtLXWib 

»a^ffi«^ttaiU0ffli--i.ct* i T'#2.. mots 
*i*B«3& t m.snjt t # -^-^v^iwsEWKt 

[0058] <fc . ^lESIMn TOEttJB* * 

T v ^ ft ffi t i 0 -JE K/^-fe^ x U f -f Srfto i t 

4B«S*^Xf-A*5eR"C# 
[0059] <Jcfc**W5ffl««at<0»!Bi: LT»ei£ 

«)StJ:Oa«-tS;tt^figT-ftD, itz. CPUt 
^^e'J t ayt'a.-? isA7-J*X'iMi&-fl 

[0060] BP%, ±^tJt#HSt^@fcfcV^TiiHB 
Uzmi-ffl4<7)yv-1~r-bl l zi.l®ftZmfti-Z> 

fctbt) v 7 h *t x ror a n - k s-eti L^e« 

^*5r^r^^aT"fflv\ -e^^XfA^a^C 

[0061] tti. zrtsmmbLxit* rom, r 
msmimim^xx<s i^kd-rom. 70 

•ytVfa^ ^F*^tt^^ 
[006 2]^^T. i<oe«ttft*05~H7fc*L 

[006 3] £tz. ayVj.-?±XW.mLX^&os 
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- ^tmrnm?-- ^ v \z%bh c p nm^vm^-u 

[0064] 

(0065] ttz. n^mfritfMfr&ttifzmmkm 
[0066] $ -^m-mf-m^mnb^tixiz 

im i ] *mmm i e&mojmt* &m?it*> iw. 
[02 ] *wmm2cDmmmmiz£ &m=Fm*i,M 

[03] *^cO«3coWSO»©CJ;l»« ; fS^Lffi 



[04 ] xmmm* (ommmmizx zm^frim 

filffiffiv-Xr AC07"D 7WXhh . 

[06 1 xmnftenrnmoBmizj: ijjatfFaa* 

[07] *?^^6®^c^l^J:*TO£tt?ji 

x-hh. 



5 1, 6 1. 
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62 

66 

69 

84 
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65 
70 



81 "t-A* 
8 2 i-if 
64. 6 8. 8 3 12' 



67. 88 
7 1.89 
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[04] 
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[05] 

52 



4 s 



1 



65 
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61 
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en 



least 



62 



rat** 
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sa 



71 



[[17] 




88 



82 



t r- 
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ete 
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- a-<f(IHtttA*> 



7oy h^— 

F?-A(##) 5B057 AA20 CA20 CB20 CC01 CE20 
DA20 DG1 
5C075 ABOO EE02 EE03 
5C076 AA14 

5J104 AA07 AA14 EA19 JA03 JA21 
KA01 MA01 PAH 



